2025 International Solid-State Circuits Conference

(ISSCC) Review

OtFCistul X|sgtzM St o[Fa

Topic : Security

Session 17 : Hardware Security

O] ISSCC 20259| Session 172 Hardware Security2heE FHZ, 58 &3 7t&0 Cfst =2 2H,
Physically Unclonable Function (PUF) ==& 2#, 12|11 Side-channel attack & X| 2|20 Lot ==
2HO| HHEIRACL 59|, 2E0| 0|0 Y ¥ Jt&0| Ofgh =20 HEED A= Fih, PUFR
MZ22 otdst 2hgol oyt

rOI-

=20| YEETD USS FIY o .

#17-1 2 National University of SingaporeO|Al H|Qtot =F2 2, LVP (Laser Voltage Probing) &4
2 BX5ts 22 E HQtSHACE 7|1EL BX| 2ZEE PVT
o

—

(Process, Voltage, Temperature)0 |
OFStALE, MA overhead?t 2 SHAIZF URULCE 2Lt Hetsts AF0ME F=7tEQl MM g0l
PMOS sleep transistorE &350 LVP 542 ZX|SIACE L SFEE PMOS header, DET 7
ZE HHX[SID, laser attackO| HX|El&= A DETQ| strong-arm latchOlA ALM A= 7} 243} &

=5 ’574I5P9‘1Ef. "o P99 LAP 4= HXI5t7| {8 AM =& DET7|2| & 43}04 xE

AM AMSE MMSIEE SIQUCH O|E Sl 4.35%°| area overhead Tt Z & AP 342 XSt
= TZ2E A5
RUN-TIME LEAKAGE SHIFT MONITORING VIA POWER DOMAIN PARTITIONING FOR SIMULTANEOUS
INTERMITTENT POWER GATING INTERMITTED POWER GATING (AUTOMATED DIGITAL FLOW)
PMOS header reused as implicit s~y VDD VSS VDD
optical and temperature sensor =Y VSS g -
random, sub-ms (min- e e & =
LVP cont.-wave laser /DD PG
width 1 ns) o ——

PGJ'L;&I:-Q ‘ std power
thermally, like HoR | - | g \/SS cell | **° domain
sensitive

(sub- threshold VDD e 2 v;selg);?z)et:ii?
Ieakage) ¢ ILKG oy O for VDD rails de‘l_e\ézpmn :
/VDD . controller ) ®
E.— ALM_IN
* VDD .
SENVS EN DET 050
| Jlusez | o0° e s V.
IN oyt 5 ﬁL ol
ALM_OUT \ e domain
A}
i—vss = '-‘ case study: AES
v
DAISY-CHAIN DETECTORS (POWERED BY VDD
LASER ON: lixc Hor + + >> |ike_pp o =strona- ( latch- )
; e g-arm latch
LASER OFF: lrke_Hor ¥imre~+og ¥ 1me~pe << like_pp —l based comparator
+ powes tomams, = = VD
VVDD at VDD o=
VDD éLASERO : sllghtl;'hlghel?r (callabnrgtrg(ne(ljess) Vrer ALN_OUT
(=] " VRE; 0.75vop VDD can
2 .. VoD << vop discriminate SENS_EN
LASER c;F?'"~+(-°'°5“°GND’Iaser e from
""""" M [ALM_IN _ALM_OUTH=}ALM.IN _ALM_oUTh= '°
previous next
PG=1  SENS EN=1 time DET DET DET DET

[32] 1] #17-101A H|Qtst LvP 324 ZX| 3|2 Gl S XietH

o 710



#17-3 2 National Taiwan UniversityOl Al ZESH =22, multi-key CKKS €1 2|&F 7t
ZZNME HMtSHRLE £3|, NTT (Number Theoretic Transform)0| 7% B2

J1ELe 2 H[HSto ALt K= E SHMAZICE Eoh 27AS OOl H2 MEE ZHX|= ROT,
CON &S0 sk 7| ZEECH =X +dY = AEE 2EHQ dataflowE E4A

Row-wise Access Pattern

ROT-CD | a'[y5,x5'+|y5'/M]) = taly,x) Rowy,Osx<W _ £
0'[0,-X] = ta[o,x] L o

CONCD| Ly, x-1) = taly,x] (y20) :
' LiLd z

roT-ND | 9'[vx (+W/2)] = gly’x’ (+W/2)] : <
bitrev(x + yW/2) = bitrev{x’ + y'W/2) + r . -§

v

CON-ND | g'[y,x] =gly,x'+W/2mod w] | Rowy’0sx<W
[O8 2] #17-30|A] H|QtSF ROT, CON ¢4t

#17-4 2 AT Foundry AFRROIM HESH =222, 2016d S 2020F %= ISSCCOf| Dt
PUFS| X0 tilting 7|# S X&3IULCE PUFS| cell +E&= 20160 7HL=l NAND gateS =
HE d4% 71X ¢85t AeH, 2 =20M F5 2 controllable tilting +XE H|tst
ACt= HO|Ct E9], controllable tilting 2| 2& standard inverter cell2 ZHEHSEAH #3g QU0
non-recurrent engineering costE ®& = U= F& F SILO|CL Tilting 2/2= NAND gates
9| mismatchZt %O} unstable®t responseE M/ dSt= cellE2 screening 5t0] MAY += UL
Hetsts &&= 8nm FinFET, 3nm GAA 3H-O|AM KNZEE|IA2D, CHASE corner, temperature,
supply voltageOi| 2} reproducibilityE ASStALE L2 NIST SP 800-90b testE &3 non-IID

entropy estimation score= A3 StSILC}

o HI
Ir

x

Stage1 Vihtilting cireuity =777 T i ' tilt down tilt up.
(transistor view) 1 v |
wic= —i 1 0o :
down1¢ >-—~—I,— w‘ Controlable tit up 1 ms
e 200 :
1
1

1. The reference PUF response Ris
collected when tilting=0

w2 titing[0 |4 (INE 0
( '1~\_“': """" dc-@ﬁﬂ?rgo iﬂ:“ 0 I I

I
I
I
! |
2. The PUF uniqueness comes fomthe | | ' 4 ::r-s?-’-.-1~——-L91l23] g 13 0
process mismatch impac(c?n Vthr ! e ! sz w'm'mq 5
2. The stability of response R is decided | Wiy~ 10T down330/o
on s stabilty at various upidown | _,L L isue3 p3ao ]
tilting configurations. ! oy
TR [ rmncueca |t | Stage 1 Vth tilting circuitry with the standard cel

- " lnet_12
| S m

=

[13 3] #17-401 M H|Qtat

rok



o

#17-5 2 = University of Um0 A HHD =222, [8 4]t 22 Arbiter PUF X2 &
HECZE: Xs2tE oy HX s
of EAStUCE (27 519 ZFIH 2O
20t 20| noise0 F kstALLE,

&t0| random responseS MAS}QICE 2 =29
response2| unstable®t state?} noisy?t stateE
A 0|1 noise robust®t cellE THE SR T Tt

LJrQHUO

ol
=
=

TH -|om

ro

Y Zo| of @ msto et response7r SISl BIANO| SHMBICE 0|21
responseE AAZ ZHX|SH7| {of, ARBLZE Mgt

5tol Ats3tE ol AXIE 7S ot
EOA PUF

ot
HpE

—

-—

[=] o
L, ARB M3Z7F 091 AL readout

mjo

Arbiter

[T 4] #17-50| A X|Qtet EOA PUF &

Stable & noise-robust ) Stable but noisy Unstable

>t . .

< —RO, — RO, —RO, —RO, || | —RO, - RO,

8 Il L —1 "3

g

h“ A.fl\"lll Afll()"l A,ll()"l

d large AT large Af""‘,' \ small A

o | arge | | small || large
Temperature/Vpp Temperature/Vpp Temperature/Vpp

—RO pair stability ensured by largeA f,.om, noise-robustness by large A f..a
—)Olll.\' use RO Pﬂirs with Aflwm- ’A.’nom.min ,repeat readout if Afroml B Afrcad.min

[1& 5] #17-59] 2= % supply voltage2| 310 [}E ROS| frequency

_>._

#17-6 2 NVIDIAOA ZESH =22, clock glitch 342 EX|3t HH X Ol reference clock
2 HM33t= RC oscillatorg ML [O8 6]Q HMQtshkE FZE 90°% shiftEl 4-phasel

clock2 samplingdtdl, glitchE ZX[SHRACE EBH clock-glitch filterE &8 1/4Fyco ELCH H2

B2

pulseE filtering SHSILCt.

a2

#17-1 H. Zhang, et al,, "Sensor-Less Laser Voltage-Probing Attack Detection via Run-Time-Leakage-
Shift Monitoring with 4.35% Area Overhead," /EEE International Solid-State Circuits Conference
(ISSCC), Feb. 2025.

#17-3 L-H. Lin, et al, "A 30.4GOPS/mW MK-CKKS Processor for Secure Multi-Party Computation,’
|EEE International Solid-State Circuits Conference (ISSCC), Feb. 2025.



#17-4 B. Karpinskyy, et al, "An Efficient Vy-Tilting PUF Design in 3nm GAA and 8nm FinFET
Technologies,” /EEE International Solid-State Circuits Conference (ISSCC), Feb. 2025.

#17-5 B. Driemeyer, et al., "An Eye-Opening Arbiter PUF for Fingerprint Generation Using Auto-Error
Detection for PVT-Robust Masking and Bit Stabilization Achieving a BER of 2e-8 in 28nm CMOS/
|EEE International Solid-State Circuits Conference (ISSCC), Feb. 2025.

#17-6 N. Metha, et al,, "A 100MHz Self-Calibrating RC Oscillator Capable of Clock-Glitch Detection
for Hardware Security in a 3nm FinFET Process,” /EEE International Solid-State Circuits Conference

(ISSCC), Feb. 2025.

PopNES-]

ool m=

o & £ OiFOistu X|sHEEHMSSHt

® A1.20f : Hardware Security Circuits, Post-Quantum
Cryptography Accelerators, Low-power Digital Circuits

e O] O & :jongmin@ajou.ackr

® ZI|O|X| : https://sites.google.com/ajou.ac.kr/aisic




